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Data protection

Privacy Policy

We are delighted that you are using our application SmartBlue and shown an interest in our company
and products. In accordance with the relevant data protection regulations, we are providing you with the
following information regarding which personal data we collect when you use our application, the pur-
poses for which we use this data, and how we utilize it to optimize our services for you.

A. General information

1. Responsible entity and data protection officer

Hereinafter you find information about the company responsible for processing your data, the data pro-
tection officer, as well as the relevant regulatory body.

Responsible Company Data Protection Officer
Endress+Hauser Process Solutions AG Felix Kraft
Christoph-Merian-Ring 12 E-Mail: felix.kraft@endress.com
4153 Reinach BL Phone: +41 61 715 7323

Federal Data Protection and Information Commissioner

Adrian Lobsiger

Feldeggweg 1

3003 Bern
https://www.edoeb.admin.ch/edoeb/en/home/the-fdpic/the-commissioner.htmi

2. Type of data processed, the purpose and legal basis

SmartBlue tracks certain user behavior related around crash logging as well as user interaction. This
information is used as feedback for us to see how the SmartBlue app is used and how it can be improved
in the future with additional features or Ul alterations.

The tracking of user information can be deactivated at any time within the settings menu of SmartBlue.
You will also be informed of tracking upon first running of the SmartBlue app where you will have the
option to disable the functionality.

2.1 Crash Tracking

The SmartBlue Mobile Application uses the crash reporting tool, Crashlytics a business division of
Google inc. The application is used to send our developers further information related to crashes and
potentially bugs within our application.

The Services automatically collects certain information that does not personally identify End Users who
access or use mobile applications that use the Services. This includes:

. Location Information
. Mobile Device Module information
. Identified crash logs

Location Information — Location (on a country level) is collected and shared with Crashlytics to provide
us with anonymous analytical information about our users and visitors. We do not track precise infor-
mation related to location.

Device and Crash Log information — Device and usage information will be shared with Crashlytics to
determine the type of phone, the OS version of the phone and the crash log information

The legal basis for processing the data above is our legitimate interest (Article 6(1f) GDPR for the EU).

Last revised: 05.05.2020


https://www.edoeb.admin.ch/edoeb/en/home/the-fdpic/the-commissioner.html

Endress+Hauser £2.J

2.2 User Behavior Tracking

SmartBlue does not track any personal information such as username and password of field devices,
any field device settings or any parameter values that have been configured. Any assets such as PDF
reports, generated videos etc. are also never stored or tracked by Endress+Hauser.

SmartBlue tracks the following User Events using Google Firebase, in the event there is a valid internet
connection:

. The type of field device that has been logged into

. The serial number and firmware number of the field device that has been logged into

. The amount of times certain field device parameters have been set

. The amount of jumps from SmartBlue to the Operations App

. The amount of times a certain module has been opened with the SmartBlue App (e.g. Envelope
Curve, Create Documentation etc.).

. The amount of times a type of Wizard has been selected

. The amount of times a Demo Device has been opened

The legal basis for processing the data above is our legitimate interest (Article 6(1f) GDPR for the EU).
3. Your rights

If the processing of your personal data falls within the scope of the GDPR, you have the following
rights, otherwise the statutory provisions applicable to the processing apply.

If your personal data is processed, you are a data subject, as defined by GDPR. Accordingly, you have
the following rights vis-a-vis us as the responsible entity. If you wish to exercise your rights or obtain
further information, please contact us or our data protection officer:

a) Rights pursuant to Article 15 et seq. GDPR

(1) The data subject has the right to request confirmation from the responsible entity as to whether
personal data concerning the subject is processed and, if so, the subject has a right to information
about this personal data and to the details specified in Article 15 GDPR. Under certain statutory condi-
tions you have the right to rectification under Article 16 GDPR, the right to restriction of processing
under Article 18 GDPR and the right to erasure ("right to be forgotten") under Article 17 GDPR. Fur-
thermore, you have the right to receive the personal data in a structured, commonly used, machine-
readable format (right to data portability) under Article 20 GDPR, provided that processing is auto-
mated and based on consent in accordance with Article 6(1a) or Article 9(2a) or on a contract in accord-
ance with Article 6(1b) GDPR.

b) Withdrawal of consent in accordance with Article 7(3) GDPR

If processing is based on consent, you may at any time withdraw the consent you gave us to process
personal data. Please be aware that withdrawal of consent has future effect only. It has no effect on
processing based on consent before its withdrawal.

c) Right to lodge a complaint

You have the option to send a complaint to us or to a data protection regulatory body (Article 77 GDPR).
On this website you can find information about the company responsible for processing your data, the
data protection officer, if applicable, and the relevant regulatory body.

d) Right to object under Article 21 GDPR

In addition to the rights mentioned above, you have the right to object, as follows:
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(1) Right to object on a case-by-case basis

You have the right to object, on grounds relating to your particular situation, at any time to the processing
of your personal data which is based on Article 6(1e) GDPR (data processing in the public interest) and
Article 6(1f) GDPR (data processing on the grounds of the balance of interests); this includes any pro-
filing on the basis of this provision, as defined in Article 4(4) GDPR.

We will cease processing your personal data if you lodge an objection, unless we can provide compelling
legitimate reasons for doing so which outweigh your interests, rights and freedoms, or unless the pro-
cessing is used for the purposes of asserting, exercising or defending legal claims.

(2) Right of objection to the processing of data for advertising purposes

In individual cases, we process your personal data for direct marketing purposes. You have the right to
object at any time to the processing of personal data for the purposes of such marketing; this includes
profiling insofar as it is related to such direct marketing. If you object to processing aimed at direct
marketing, we will cease processing your personal data for such purposes.

4. General information (disclosure of data to third parties)
(1) Your personal data will not be sold, disclosed or otherwise disseminated to any third party without
your express consent, except in cases specified in this Privacy Policy.

(2) Within the responsible Endress+Hauser company, those persons who need your data in order to
fulfill our contractual and statutory duties, or safeguard legitimate interests, are granted access to it.
Furthermore, companies affiliated to the Endress+Hauser group, service providers and vicarious agents
employed by us, and public authorities or third parties may receive data for such purposes. Service
providers and vicarious agents, etc. authorized by us are contractually obliged to comply with relevant
data protection laws.

5. Security

(1) We have put in place technical and organizational security measures (in accordance with Article 24
and Article 32 GDPR for the EU) in order to protect your personal data against loss, destruction, manip-
ulation and unauthorized access. All of our staff and all third parties involved in data processing are
obliged to comply with relevant data protection laws and treat personal data confidentially.

6. Changes to our privacy provisions

We reserve the right to make changes to our security and data protection measures to the extent nec-
essary due to technological advances or changes in law. In such cases, we will also amend our Privacy
Policy accordingly. Therefore, please take into account the latest version of our Privacy Policy.
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